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@E‘?’l‘g@ The institution of the family in the digital age faces unprecedented challenges in raising a
XH new generation. This study analyzes the fundamental conflict between the moral imperative

to protect children from online dangers (such as inappropriate content, cyberbullying, and
cybercrime) and the negative educational consequences of using technological control tools
(such as privacy violations and weakening of independence). The main question of the
research is how technological solutions can serve effective and ethical parenting. Using a
descriptive-analytical method and relying on qualitative content analysis of library resources,
this study explains the principles, advantages, disadvantages, and challenges of these tools
within the framework of a "care" rather than a "police" approach. The findings suggest that
successful use of these tools depends on adherence to the following ethical principles: (1)
informing the child about how and why monitoring is being conducted, (2) matching the level
of monitoring to the child’s maturity and developmental capabilities, and (3) transparency
and disclosure of the monitoring process. This study provides a comprehensive and practical
classification of technological solutions in four layers of defense (device, network, operating
system, and application). Finally, it is concluded that the effectiveness of these tools depends
more on the prevailing parenting style than on the nature of the technology. In the desired
model of “authoritative parenting,” these tools are used not as an end in themselves, but as a
means to facilitate dialogue, empower, and guide the child toward self-control and responsible
digital citizenship.
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Extended abstract

The institution of the family in the digital age faces a fundamental conflict
between the moral imperative of protecting children from online dangers
(inappropriate content, cyberbullying, cybercrime, technology addiction, and digital
abuse) on the one hand, and the negative educational consequences of using
technological control tools (violation of privacy, weakening of independence, and
reduced self-control) on the other. With the aim of analyzing this conflict and
presenting an ethical and effective model for digital parenting, this study seeks to
answer the question of how technological solutions can serve parenting without
harming children's independence and privacy.

The present study is applied in terms of purpose and descriptive-analytical in
nature. Data were collected using library and documentary methods from three
categories of sources (specialized texts on technology and family, behavioral and
educational sciences, and moral philosophy) as well as semi-structured interviews
with ten expert parents. Data analysis was conducted using qualitative content
analysis and through a process of coding, classification, and logical analysis.

Findings are presented in four main areas:

1. Ethical principles governing the use of technological tools include informing
children, appropriate control to developmental level, openness of supervision,
permission to experiment, continuous updating of parental knowledge, and a focus
on fostering self-control

2. Benefits include reduced family conflict, increased security and peace of mind,
data-based planning, facilitating dialogue, creating an online and offline balance,
saving time and money, flexibility, transparency, academic support, and immediate
information.

3. Parenting disadvantages include privacy violations, increased secretive
behaviors, and false trust, and reduced direct communication, and reduced self-
confidence, deficiencies in independent parenting, limited creativity, and tension.

4. Operational challenges include limited parental knowledge, complexity of tools,
time-consuming, children's resistance, and technical permeability, lack of complete
control, lack of parental coordination, improper regulation, legal restrictions, and
connectivity problems.

In addition, a comprehensive classification of technological solutions is presented
in four layers of defense: device layer (child-specific tablets, shared use), network
layer (child SIM card, secure browsers, modem settings), operating system layer
(built-in Windows and Android capabilities), and application layer (internal and
external control software, antivirus, self-assessment tools, safe search, ad-removal
extensions, help sites, and special application settings).

Conclusion The effectiveness of parental control tools depends not on the nature
of the technology, but on the prevailing parenting style. The desired model is
authoritative parenting, in which high control (clear rules and intelligent use of
technology) is accompanied by high affection (dialogue, emotional support, and
trust-building). In this model, parents are “digital guides” rather than ‘“digital
guardians.” Success in digital parenting requires mastery of the four layers of
infrastructure and tools, content, interactions, and digital identity. Also, the
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normalization of the use of filter breakers in Iran is considered a significant
indigenous challenge that renders all layers of protection ineffective. Practical
suggestions from the research include developing a family media agreement,
teaching critical thinking, improving the media literacy of parents and students,
strengthening the role of regulation, and requiring technology developers. Research
suggestions also include developing a native Islamic-lranian model of digital
parenting, examining jurisprudential-legal challenges, focusing on positive
solutions, and conducting longitudinal studies.
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2. Application Controls
3. Usage Management
4. Monitoring

5. Device Layer
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1. Network Connection Layer
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